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IYK GMI, Inc. Privacy Policy 

Effective Date: July 15, 2024 

IYK GMI, Inc, and its subsidiaries and affiliates (“IYK”, “we”, “us” or “our”) is committed 
to protecting your privacy and ensuring you have a positive experience using our 
products and services.  

This Policy (“Policy”) describes the personal data we collect and/or process (which may 
include collecting, organizing, structuring, storing, using, or disclosing) in connection 
with IYK’ websites, applications and social media sites operated by us now or in the 
future (collectively the “IYK Website” or  “IYK Platform”) to provide products and 
services offered by IYK IYK(together with the IYK Website or Platform, the “Services”). 

When you use these Services, certain Personal Information is shared with us. We want 
to be as transparent as possible about what type of Personal Information we collect, 
how we use it, whom it is shared with, and your options for controlling it.  
 
By using our Services, you agree to the collection, use, and sharing of Personal 
Information described in this Policy.  

1. Information we collect from you 

1. As used in this Policy, “Personal Information”  means both personal information 
as defined in California Consumer Privacy Act (any information that identifies, 
relates to, describes, is reasonably capable of being associated with, or could 
reasonably be linked, directly or indirectly, with a particular consumer or 
household) and personal data as defined in the General Data Protection 
Regulation (any information relating to an identified or identifiable natural person 
(‘data subject’); an identifiable natural person is one who can be identified, 
directly or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, cultural or 
social identity of that natural person).  Personal Information does not include 
information that has been de-identified or aggregated. 

There are three different categories of Personal Information we collect about you when 
you use our Services. Personal Information may include or reflect personal information, 
as well as non-personal information, that could identify you. 

 
1. Personal Information that you provide to us, 
2. Personal Information related to your use of our Services and 
3. Personal Information about you from third parties 

Below are more details about these categories. 
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Information that you provide to us 

When you interact with our Services, we may collect certain Personal Information 
directly from you.  The information you provide to us may include the following: 

Account information. When you create or sign up for either an admin (also referred to 
as a platform or creator account) or a user account, the Personal Information you 
provide to us includes your name, email address, and phone number.  When you create 
an account you also have the option of linking a crypto wallet to your account.  Linking 
your crypto account is not required to create an IYK account or user or access the 
Services.  
 
Financial information. To use or purchase our Services, you may need to provide a 
valid payment method (i.e., credit or debit card or crypto) and its associated account 
information (“Payment Information”). Your Payment Information will be collected and 
processed by our authorized payment vendors. We do not directly collect or store your 
Payment Information in the ordinary course of processing transactions. That Payment 
Information is provided directly to Our third-party payment processors whose use of 
your Personal Information, including Payment Information” is governed by their Privacy 
Policies.  
 
Customer Support Information.  If you use any of our customer support features, we 
collect information related to the chat time, duration, participants, and contents 
 
Blockchain Information.  If you use or interact with the blockchain in connection with 
using our services, we collect information regarding those interactions.  Depending on 
the Service, we may also collect information regarding your crypto wallet address.   
 
Other information you submit. You may submit Personal Information to us for other 
purposes, such as providing feedback on our Services, entering contests or 
sweepstakes, or signing up to receive communications from us. 

Information we collect automatically 

Usage information. We may automatically collect certain types of Personal Information 
from you when you use our Services, including information about how you and your 
devices interact with Services, such as: when participants join and leave a meeting; 
whether participants sent messages and who they message with; performance data; 
mouse movements, clicks, keystrokes or actions (such as mute/unmute or video on/off), 
and other user inputs that help IYK to understand feature usage, improve product 
design, and suggest features; which third-party apps users add to a meeting or other 
Services and what information and actions the app is authorized to access and perform; 
use of third-party apps or any apps IYK makes available for use; features used (such as 
screen sharing, emojis, or filters); and other usage information and metrics. This also 
includes information about when and how you visit and interact with IYK’s Platform, 
including what web pages you accessed, your interaction with the website features, and 
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whether or not you signed up for IYK Services. This information is collected regardless 
of whether you have an account. This Personal Information includes, but is not limited 
to, your operating system, the type of Internet browser you use, features of the Service 
used and session information (e.g., duration and participants), and other diagnostic 
data. 
 
Device Information. We collect certain Personal Information about the device you use 
to access the Services, such as your IP address, information about your approximate 
location, device attestation of user platform authenticator (e.g., windows TPM module), 
user agent, mobile carrier, time zone settings, model of your device, the device system, 
network type, device IDs, screen resolution and operating system, operating system, 
CPU, GPU, memory and monitor information, application and file names and types, 
keystroke patterns or rhythms, battery state, audio settings and connected audio 
devices. Where you log-in from multiple devices, we will be able to use your profile 
information to identify your activity across devices. We may also associate you with 
Personal Information collected from devices other than those you use to log-in to the 
Services. 
 
Location Data. If you access our Services from a mobile or other device, we may 
collect a unique device identifier assigned to that device (UDID) that will give us 
information about the type of device you are using and its general location. This allows 
us to improve the Services delivered to you. 
 
Cookies and other tracking technologies. Cookies are small files downloaded to your 
computer to track movements within websites. We use cookies and other technologies 
to passively collect demographic information, personalize your experience on our site 
and monitor advertisements and other activities. 
 
There are a number of different types of cookies, however, our website uses: 

• First Party Strictly Necessary Cookies – these cookies are necessary for the 
operation of the IYK website and other IYK Services.  IYK uses these cookies to 
allow you to browse the IYK website and use its features.   

• Functionality – IYK uses these cookies so that we recognize you on our website 
and remember your previously selected preferences. These could include what 
language you prefer and location you are in. A mix of first-party and third-party 
cookies are used. 

• Advertising – IYK uses these cookies to collect information about your visit to our 
website, the content you viewed, the links you followed and information about 
your browser, device, and your IP address. We sometimes share some limited 
aspects of this data with third parties for advertising purposes. We may also 
share online data collected through cookies with our advertising partners. This 
means that when you visit another website, you may be shown advertising based 
on your browsing patterns on our website. 

 
Most browsers are automatically set to accept cookies whenever you visit a website. 
You can disable cookies or set your browser to alert you when cookies are being sent. If 



DCACTIVE-71674720.5 
 

Page 4 of 12 
 

you are based in Europe, visit www.youronlinechoices.eu for more details about 
advertising cookies and their management. If you are in the US, refer 
to www.aboutads.info/choices/. Visit www.allaboutcookies.org/manage-cookies to 
enable/disable cookies.  You cannot opt-out of our First Party Strictly Necessary 
Cookies as they are deployed in order to ensure the proper functioning of our website 
Disabling cookies that remember your preferences or analytics, will prohibit us from 
providing you with relevant information. 
 

Information about you from third parties 

We obtain information from third party companies and partners, such as advertising 
partners who deliver ads displayed on our Services.  We obtain information about you 
from such third party companies and partners, such as information related to when you 
click on an ad, your contact information or activity on certain websites.  

2. How we use information 

a. We use the information we collect for various purposes: 
Identification, authentication and access. We use your Personal Information to verify 
your identity when you access your account. Your Personal Information is also used to 
help administer your account.  
 
Operating our Services. We use your Personal Information to provide and maintain 
our Services, and to allow you to participate in interactive features of our Services.  
 
Customizing your experience. We use your information to customize our Services to 
you, which may include remembering your preferences, such as volume level or 
language preferences. 
 
Analysis. We analyze your Personal Information in order to improve our Services and 
enhance your experience. We also use information collected from cookies and other 
technology to improve our Services and enhance your experience with them.  
 
Monitor usage of our Services. We use your Personal Information to monitor how our 
Services are being used, including to detect, prevent and address technical issues. 
 
Product Improvement.  We use your Personal Information to improve our products 
and to develop and test new features or enhancements. 
 
Security. We use Personal Information to detect, investigate and prevent security 
threats or incidents. 
 
Marketing communications and advertising. We may use your Personal Information 
to contact you with newsletters, marketing or promotional materials and other 
information that may be of interest to you regarding IYK or other IYK products and 

http://www.youronlinechoices.eu/
http://www.aboutads.info/choices/
http://www.allaboutcookies.org/manage-cookies
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services. We will only send you such marketing communications if you opt-in to 
receiving them.  You may opt-out of receiving any, or all, of these communications from 
us by following the unsubscribe link or instructions provided in any email we send, by 
contacting us, or by going to your account and selecting “Unsubscribe from Marketing 
Communications.”  
 
Providing customer support. We use your Personal Information to help resolve and 
respond to customer support requests. We may also use your feedback to help improve 
our Services. 
 
Exercising and protecting our rights. We may use your Personal Information to 
enforce violations of our Terms of Service and other usage policies; to protect and 
defend our rights or property, to prevent fraud or abuse; to prevent or investigate fraud 
or other unauthorized, illegal, or wrongful activity; and to protect the personal safety of 
users or others. 
 
Legal compliance. We may use your Personal Information when legally required, such 
as to respond to legal requests (e.g., court or government agency order, subpoena, 
etc.), to resolve disputes, enforce agreements,  and to comply with a legal obligation. 
We may also use your Personal Information where necessary to facilitate a potential 
transaction, such as a merger, acquisition, or asset sale.  

b. Sharing information with third parties  

We share your Personal Information with third parties in the following ways: 
 
At your direction. We share your Personal Information and content with persons with 
whom you have granted account-level access. We may also make your Personal 
Information and content available to others as you direct in using our Services (e.g., 
when you share links to content with others).  If you share a publicly accessible link to 
your Content with others, you lose a degree of control over the distribution of your 
Content, since the original recipient may share the publicly accessible link with third 
parties.  
 
With your consent. We may also share your Personal Information with third parties 
where we have obtained your express consent to do so. 
 
With other users. Your Personal Information, such as name, email address or reaction 
(such as likes) to Content, may be shared with the Content poster as part of Content 
viewer information. We may also share your Personal Information, such as your name 
and any other Personal Information you decide to share, during your participation in 
community events and communications.   
 
Authorized vendors.  We may share your Personal Information with third party 
vendors (or subprocessors) that help us operate our Services, permit us to administer 
your account, process orders, and help us fulfill our contractual obligations. This 
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includes payment processors, data management Services, content delivery networks 
(CDNs), cloud-based hosting Services, monitoring Services, email Service providers, 
quality assurance and testing vendors, and customer relations management (CRM) 
vendors.  These third parties have access to your Personal Information only to perform 
tasks on our behalf and are obligated not to disclose or use it for any other purpose. We 
use reasonable efforts to review third parties for their privacy and data security 
practices, and generally require that such third parties agree to protect the Personal 
Information we share. A list of third party subprocessors of your Personal Information 
can be found here: 
 
Entity Type of Service Hosting Region Data Transfer 

Mechanism 
Amazon Web 
Services, Inc. 

Cloud infrastructure 
services 

United States Standard Contractual 
Clauses (“SCC”) 

Cloudflare, Ltd.  Content delivery network United States SCC 
Mixpanel, Inc. Analytics United States  SCC 
SendGrid Email sending service  United States SCC 
Sentry Performance monitoring United States SCC 

 
Analytics. We may share your Personal Information with third-party analytics providers 
to monitor and analyze  how our Services and features are being used. The analytics 
providers track and report website traffic and use this information to monitor the use of 
our Service. To opt out of use of third party cookies that share data with these analytics 
providers, follow the steps described in Section IV of this Policy. 
 
Google Analytics 

Google Analytics is a web analytics service offered by Google that tracks and reports 
website traffic. Google uses the data collected to track and monitor the use of our 
Service. This data is shared with other Google services. Google may use the collected 
data to contextualize and personalize the ads of its own advertising network. 

For more information on the privacy practices of Google, please visit the Google Privacy 
Terms web page: https://policies.google.com/privacy?hl=en.  

 
 
Non-personal, aggregated or anonymized information: We may publicly disclose 
non-personal, aggregated or anonymized information, such as the number of viewers to 
Content. We may also share aggregated, non-personally identifiable, or de-identified 
information with third parties that provide Services to us or perform a business purpose 
for us.  

Third Party Integrations and Sites 

Our Service may include links to third party websites that are not operated by us. This 
Policy applies only to your use of our Services. We do not have control over the 
information collection practices by third party application platforms or third party 

https://policies.google.com/privacy?hl=en
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websites. If you click on a third-party link, you will be directed to that third party’s site.  
We therefore strongly encourage you to review the privacy policy of each such third 
party. 

We have no control over and assume no responsibility for the content, privacy policies 
or practice of any third party sites or services.  

If you use IYK Disk or IYK Tags in connection with an event that is sponsored by the 
third-party, any Personal Information collected is collected by the third party host or 
sponsor, and is subject to that third party’s privacy policy.   

3. How we store information 

Security of your information 

The security of your Personal Information, is important to us.  We implement technical, 
physical and organizational security safeguards designed to protect your data from loss, 
misuse and unauthorized access and disclosure. While we strive to use commercially 
acceptable means to protect  your Personal Information, no method of transmission 
over the Internet or method of electronic storage is 100% secure, and we cannot 
guarantee that your Personal Information is absolutely safe from intrusions by others. 
Furthermore, we are not responsible for any breach of security or for any actions of any 
third parties that receive the Personal Information.  

Retention of your information 

We will retain your Personal Information only for as long as is necessary for providing 
the Service and for the purposes set out in this Policy, including to comply with our legal 
obligations (for example, if we are required to retain your Personal Information to 
comply with applicable laws), resolve disputes and enforce our legal agreements and 
policies. 

If your account is deleted or terminated, your Personal Information will be deleted within   
180 days from termination or request for deletion. Once this time period has expired, we 
will delete your data by. 

Control of your information 

There are several ways that you can control your Personal Information: 

• You may change your personal account information settings by updating your 
account page 

• You may request deletion of your account by contacting us at help@iyk.app. 
• You may opt-out of receiving commercial communications from us 
• You may limit the use of cookies 
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• You may see what information you have shared with us, where you have allowed 
us to use or share such data, and at any time you can modify the access and 
sharing settings of your data 

Users in certain jurisdictions may have additional rights regarding control of their 
Personal Information, detailed in the next sections.  

4. International Transfers of Data 

IYK is based in the United States but operates globally. Your Personal Information is 
processed at IYK’s operating offices and in any other locations where the service 
providers are located. Your Personal Information may be transferred to — and 
maintained on — computers located around the world and in countries where the data 
protection laws may differ than those from your jurisdiction. 

By using IYK Services or providing your Personal Information to IYK, you acknowledge 
and consent that your Personal Information may be collected, processed or transferred 
outside of the United States or your country.  

IYK will take reasonable steps to secure your Personal Information and process it in 
accordance with this Policy. No transfer of your Personal Information will take place to 
an organization or a country unless there are adequate controls in place including the 
security of your Personal Information. 

Whenever we share information outside of where you live, we use reasonable efforts to 
make sure an appropriate transfer mechanism is in place, when we are legally required 
to do so.  

5. Region Specific Privacy Rights 

You may have specific privacy rights depending on your state, region or country of 
residence. Please review the information for the state or region in which you reside to 
view the applicable disclosures that apply to you: 

• California 
• European Economic Area (EEA) and United Kingdom (UK) 

 

a) Rights of California Residents 

Your Rights as a California Resident 

Under the California Consumer Privacy Act (CCPA), California Civil Code Section 
1798.83., users who are California residents have specific rights regarding their 
Personal Information. These rights are subject to certain exceptions described below. 
When required, IYK will respond to most requests within 45 days unless it is reasonably 
necessary to extend the response time. 
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Right to Disclosure of Information 

You have the right to request that IYK disclose certain information regarding its 
practices with respect to Personal Information, such as: 

• The categories of Personal Information IYK has collected about you 
in the last 12 months. 

• The categories of sources for the Personal Information IYK has 
collected about you in the last 12 months. 

• IYK’s business or commercial purpose for collecting that Personal 
Information. 

• The categories of third parties with whom IYK shares that Personal 
Information. 

• The specific pieces of Personal Information IYK collected about you. 

• If IYK disclosed your Personal Information to a third party for a 
business purpose, a list of the Personal Information types that each 
category of recipient received. 

Right to Delete Personal Information 

You have the right to request that IYK delete any of your Personal Information collected 
from you and retained, subject to certain exceptions. Upon receiving a verified request 
to delete your Personal Information, IYK will do so unless otherwise authorized by law. 

How to Exercise these Rights 

You may submit a verifiable consumer request to IYK for disclosure or deletion of 
Personal Information by emailing help@iyk.app or filling out the web form available 
here: https://iyk.app/privacy-inquiry.   

In order to protect your privacy and the security of their information, IYK verifies 
consumer requests by requesting certain account information. Any additional 
information you provide will be used only to verify your identity and not for any other 
purpose.  

You may designate an authorized agent to make requests on your behalf. You must 
provide an authorized agent written permission to submit a request on your behalf, and 
IYK may require that they verify their identity directly with IYK. Alternatively, an 
authorized agent that has been provided power of attorney under Probate Code 
sections 4000-4465 may submit a request on your behalf. 

Right to Opt Out of Sales of Personal Information 

mailto:help@iyk.app
https://iyk.app/privacy-inquiry
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IYK does not sell your Personal Information.   

Right to Non-Discrimination 

You have the right not to be discriminated against for the exercise of their California 
privacy rights described above. 

Shine the Light: Under California Civil Code Section 1798.83, you can request on an 
annual basis information regarding the disclosure of your Personal Information to third 
parties for their direct marketing purposes. \ 

(b) Rights of EEA, Switzerland and UK Residents 

Legal Basis For Processing Personal Data 

The legal bases for our processing of Personal Information about you are as follows: 

• Contract: When you purchase a product from us, we collect Personal 
Information about that purchase that is necessary for completing that 
transaction and delivering the products to you; 

• Consent: We obtain your consent to collect Personal Information for 
distinct purposes such as receiving marketing communications from us or 
to use cookies for advertising or analytics purposes. You have the right to 
withdraw your consent at any time by contacting us at help@iyk.app or via 
the Web Form: https://iyk.app/privacy-inquiry; 

• Vital Interest: We process your Personal Information to protect vital 
interests for the purpose of detecting and preventing fraudulent or illicit 
activities that impact a person’s vital interest or public safety; 

• Legitimate Interest: We have a legitimate interest to collect Personal 
Information about you for certain purposes such as (i) the protection and 
administration of the Services such as support, billing, compliance with 
contractual obligations, security and safety of accounts; (ii) understand our 
customers’ preferences and improve the Services; (iii) to protect the 
Services from information security threats and our company in connection 
with legal claims and proceedings; (iv) to communicate administrative 
changes in connection with the use of the Services; and (v) to comply with 
laws or regulations that apply to us and the Services, resolve dispute and 
enforce agreements.   

Your Rights 

You have the following rights with respect to the Personal Information we hold about 
you: 

mailto:help@iyk.app
https://iyk.app/privacy-inquiry
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• The right to access and receive a copy of the Personal Information we 
hold about you;  

• The right to have your Personal Information corrected, completed or 
updated; 

• The right to erasure (“being forgotten”) of your Personal Information, under 
certain conditions; 

• The right to revoke your consent at any time, if we process your data on 
the basis of your consent; 

• The right to request that we restrict the processing of Personal Information 
we hold about you in certain circumstances;  

• The right to object to the processing of Personal Information we hold 
about you for example the right to object to processing for direct marketing 
purposes;  

• The right not to be subject to a decision based solely on automated 
processing; and/or 

• The right to receive any Personal Information we hold about you in a 
structured and commonly used machine-readable format or have such 
Personal Information transmitted to another company. 

In connection with exercising your rights described above, we may request additional 
Personal Information for purposes of verifying your identity and for no other purpose.  

You may raise a concern or lodge a complaint with a supervisory authority or other 
regulatory agency if you believe that we have violated any of the rights concerning 
Personal Information about you.  

To exercise any of the rights described above or if you have a privacy concern, 
complaint or questions, please contact help@iyk.app or fill out the Web Form: 
https://iyk.app/privacy-inquiry 

6. Communications from Us 

Emails. You may receive commercial emails from us if you have opt-in to receive such 
emails. At any time, you may opt-out from receiving commercial messages by following 
the unsubscribe instructions at the bottom of such messages. Please note that opt-out 
requests may take several days to process. You will continue to receive transactional 
emails from us (for example, emails regarding transactions related to our Services).   

7. Children's Privacy 

https://iyk.app/privacy-inquiry
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Our Service is not intended for children under the age of 16. Accordingly, we do not 
knowingly collect Personal Information from anyone under the age of 16. If you are a 
parent or guardian and you are aware that your child has provided us with Personal 
Information, please contact us at help@iyk.app. If we become aware that we have 
collected Personal Information from children without verification of parental consent, we 
take steps to remove that information from our servers. 

8. Changes to this Policy 

We may update our Policy from time to time. We will notify you of any changes by 
posting the new Policy on this page, with an updated Effective Date.  

9. How to Contact Us 

If you have any questions about this Policy, please contact us via email at help@iyk.app  
& Web Form: https://iyk.app/privacy-inquiry.  

mailto:help@iyk.app
https://iyk.app/privacy-inquiry
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